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undergraduates from nontechnical
fields each year on intermediate-
level IT skills. We place our students
in an isolated virtual-computing en-
vironment, give them hands-on ex-
perience with a variety of attack
vectors that hackers use to exploit
vulnerabilities, and provide them
with a multidimensional framework
for understanding and mitigating
risks. As a result of this educational
experience, our students are better
able to internalize the concepts we
teach and end up with an increased
realization of the actions required to
protect crucial resources.

A hybrid approach
The Digital Protection department’s
goal is to keep readers informed of the
latest technological advances relevant
to protecting digital property,
whether it be intellectual property,
valuable information, or financial as-
sets stored and transmitted digitally.
Advances in this arena usually come
from security professionals who re-
ceived an in-depth education in the
technical aspects of security while en-
rolled in computer or engineering
programs, such as those our colleagues
describe.1 Unfortunately, this highly
educated population is very small.

Public and private sector organi-
zations have used various approaches
to reach those who will have the

biggest impact on digital protection:
end users. User-education pro-
grams, often referred to as awareness
campaigns, often fail to enhance digi-
tal protection because they neglect
to take into account the fact that the
typical user’s mental model2 doesn’t
value intellectual property. Even
some of the best awareness efforts—
such as West Point’s Carronade exer-
cise, which sends emails to users to
test whether they’ll fall prey to spear
phishing attacks3—do little more
than teach users about self-preserva-
tion or how to prevent themselves
from becoming cybervictims.

With both ends of the awareness-
education continuum well cov-
ered—and neither end adequately
addressing digital protection—we
attempt to establish a suitable middle
ground. The result is a unique hy-
brid approach that encompasses
both education and awareness. Be-
cause we teach technical concepts
and skills to students in nontechnical
majors, we had to choose our peda-
gogical approach very carefully.
Rather than using just one of the
two most common security educa-
tion philosophies4—focusing on
either attack or defense opera-
tions—we chose both. By juxtapos-
ing both operations, students see
firsthand the need for multilayered
defense techniques.

Even when users have the moti-
vation to secure their own systems
and understand the importance of
protecting valuable personal infor-
mation, they don’t necessarily have
any incentive to value others’ intel-
lectual property. We blame the
slanted development of their mental
model: students today believe that
anything they find on the Internet is
fair game, and ownership is merely a
matter of downloading. To counter
this attitude, we seek to develop in
our students a sense of the impor-
tance of intellectual property. We
feel that unless students respect the
property of others, they won’t have a
strong motivation to protect it.

To achieve our goal of reducing
the potential vulnerabilities non-
technical users introduce, we’ve in-
tegrated three major components
into our course:

• a broad overview of key IT topics;
• lessons directly targeting informa-

tion assurance (IA); and
• a recurring thread of ethical and

security considerations that’s ex-
plicitly injected into lessons
throughout the semester.

We combine these components into
a mandatory intermediate-level IT
course for juniors majoring in non-
technical majors such as the human-
ities or social sciences. The only
formal computer education these
students possess is from a freshmen
introductory IT course.

A broad IT foundation
A general overview of key IT topics
increases our students’ technical
knowledge and facilitates their abil-
ity to be safer users. Our course ma-
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terials include advanced and dy-
namic Web design and implementa-
tion, the digitization process,
networking, databases, information
systems, and a specific block of
lessons devoted to IA. Students also
study several aspects of military and
commercial IT infrastructures such
as packet switching and bandwidth
utilization, as well as learn IT con-
cepts and techniques that will facili-
tate their professional success and
inspire life-long learning in the IT
domain. We intend for the course
material to complement the immer-
sive IT environment in which our
students function; all students own
laptops, and all classrooms and dorm
rooms have wireless or wired Inter-
net and network connectivity.

Our course explores the underly-
ing technologies in greater depth and
breadth than most general education
IT courses. From detailed coverage
of the TCP/IP protocol to under-
standing run-length encoding to
sophisticated relational database de-
velopment, we always try to take stu-
dents a few degrees deeper than they
ever have to go as typical users. Be-
sides the direct educational benefits,
going deeper into a few areas creates
a mindset that depth exists in all areas,
and such a mindset improves security.
Anecdotal evidence shows that stu-
dents are internalizing course con-
cepts—after the course ends, they
sometimes forward technical articles
and news releases to us and are proud
of the fact that they understand the
technical content. We also receive
several reports each year from stu-
dents who are using what they
learned in the course while engaged
in summer internships.

Specific IA content
Several lessons in our course directly
target the topic of IA. We teach stu-
dents to apply the IA model5 shown
in Figure 1, which focuses on the in-
tersection of information states, se-
curity services, and security
countermeasures. We follow this up
with multiple hands-on security ex-

periences using both isolated physi-
cal networks and virtual networks
constructed with VMware.6

Learning to apply the IA model
increases the user’s ability to mitigate
risk in several ways. The reference
framework brings to light the multi-
dimensional aspects of information
security and teaches students to
focus on one intersection of compo-
nents at a time (see Figure 1). The IA
model also stresses that security
countermeasures involve more than
just technological solutions. Finally,
and perhaps most importantly, users
fully understand their specific role in
security; students are often surprised
to learn that in many situations, the
user is the most important, and pos-
sibly the only, line of defense.

Additionally, we teach our stu-
dents to look at cyberattacks from
both the attacker’s and the defender’s
viewpoints. We cover an attacker’s ac-
tions in terms of the reconnaissance,
exploitation, and consolidation
phases, and discuss the defender’s ac-
tions in terms of the prevention, de-
tection, response, and recover and
restore phases. We then evaluate these
phases in terms of the IA model.

Hands-on experiences using
VMware strongly reinforce IA con-
cepts and demonstrate to students
the powerful capabilities that attack-
ers possess. VMware is a virtualiza-
tion environment that lets you set
up a network consisting of multiple
operating systems that all run on a
single machine. During these
lessons, students use lab computers
loaded with a virtual network that
includes a Windows XP attacker sys-
tem and a Windows 2000 victim
system. Throughout a three-lesson
sequence, we teach students how to
use sites such as the American Reg-
istry for Internet Numbers (ARIN;
www.arin.net) and software such as
SuperScan (www.foundstone.com)
to passively and actively perform re-
connaissance on potential victims;
properly employ a firewall to coun-
teract active reconnaissance; conduct
a security assessment to identify vul-

nerabilities using Nessus (www.
nessus.org); and attack a system using
both a buffer-overflow attack and
Trojans with the SubSeven and Net-
Bus tools. It’s important to note that
we don’t teach students how to con-
duct actual attacks; rather, we make
them aware of common vulnerabili-
ties that attackers use to compromise
systems. As a result, once the stu-
dents start to explore attackers’ tools,
they’re usually shocked at how easy it
is for an attacker to exploit vulnera-
ble systems and gain control of re-
mote computers.

The course’s final exercise re-
quires students to set up an actual
client-server network, which in-
cludes the use of front-end Web
forms to submit information to a
back-end database on a server. Stu-
dents then use laptops to eavesdrop
on the network and intercept traffic
using Ethereal’s (www.ethereal.com)
packet-sniffing capability. As a
countermeasure, students encrypt
their transmissions using Secure
Sockets Layer (SSL) to ensure infor-
mation confidentiality. We then
evaluate the students’ actions within
the context of the IA model, and the
students finish the course’s IA sec-
tion far more knowledgeable and
with a far better security mindset
than they had a few lessons earlier.
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Figure 1. Information assurance (IA) model. We
teach students to apply the IA model to a wide
variety of situations, such as the use of encryption
as a countermeasure to provide confidentiality
during data transmission.
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Recurring threads
A final component of educating
users involves an ever-present aware-
ness of security throughout the

course’s other lessons. During a les-
son on biometrics, for example, stu-
dents explore the advantages and
disadvantages of biometric security
using fingerprint, iris, and facial
recognition technologies, including
demonstrations of false accepts and
rejects. For the course’s network-de-
sign project, students often use secu-
rity as one of the criteria against
which to evaluate their designs’ suit-
ability. Throughout the semester, we
discuss common security vulnera-
bilities as well as countermeasures
that students can apply directly to
their own computers.

The last piece of the puzzle, and
the lynchpin of the course’s digital
protection aspect, is the IT ethics
thread that runs throughout the se-
mester. Although it’s not a novel idea
to include ethics in an IT course, we
apply ethical lessons specifically to
attack the mental model that our
students initially have regarding in-
tellectual property in cyberspace.
Students clearly understand the con-
cept that merchandise in a store is the
store owner’s property. Likewise, we
must force them to realize that intel-
lectual property belongs to its
owner, and that their concept of
physical property and cyberproperty
should be exactly the same.

We’ve found that the best way to
inculcate this ethical lesson into our
students’ minds is to force them to
use it. Students have lectures, as-
signed readings, and exercises about
intellectual property, but by requir-
ing them to apply these concepts in

their projects, they learn the habits
they’ll need later in their professional
lives. For the course Web design pro-
ject, for example, we encourage stu-

dents to “shop” for Web designs, but
they must get permission to use the
design before it shows up in their
work. This might include contacting
copyright holders directly to seek
permission or using Web sites such as
Open Source Web Design (www.
oswd.org), in which authors provide
usage instructions. This lets students
feel that they’re not only doing the
right thing, but that the right thing is
relatively easy to do—which goes a
long way toward changing their con-
cept of cyberproperty.

W hen the semester ends, we’ve
succeeded only if our students

realize that all the technology they
can apply toward cyberdefense is
worthless if they don’t respect intel-
lectual property. We seek their real-
ization that it’s hypocritical to use
technology to keep attackers out if
they simultaneously violate copy-
right law through illegal download-
ing. Digital protection can only be
truly successful when users realize
that their personal integrity is the
only thing that prevents them from
becoming the cybercriminals they’re
trying so hard to thwart. 
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