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Providing Communications to Task Force Eagle in Bosnia:  Doing More With Less





	The 121st Signal Battalion is the TO&E signal battalion for the 1st Infantry Division.  The Battalion is headquartered in Kitzingen, Germany and is commanded by LTC Brenda F. Crutchfield.  Up to a month prior to the deployment to Bosnia, the entire Battalion was getting prepared to deploy.  The Corps commander directed that only a company sized task force could deploy and the Battalion would have to do a complete rotation after 6 months.  Trying to cover the same area of operations previously covered by 2 ½ signal battalions required new and innovative methods to accomplish the mission.  This article describes some important lessons learned and accomplishments of the soldiers of the 121st Signal Battalion.  


	The 1st Infantry Division forms the nucleus of Multinational Division North (MND(N)).  MND Southwest (British) and MND Southeast (French) are the sister Multinational Divisions of the Stabilization Forces (SFOR) headquartered in Sarajevo.  MND(N)’s area of operation possesses some very challenging communications terrain (Figure 1). 
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The supported forces include 3 US Battalion Task Forces, the Turkish Brigade, the Russian Brigade, and the NordPol Brigade, which is a mixture of Swedish, Norwegian, Danish, Finnish,  Polish, Lithuanian, Latvian, and Estonian units.





Designing the Network





	The Task Force Eagle MSE network consists of 2 Node Centers, a Large Extension Node (LEN), 13 Small Extension Nodes (SEN), 5 Radio Access Units (RAU), 3 Line Termination Units (LTUs), 1 TSC-85, and 4 TSC-93 Multichannel TACSAT vans  (Figure 2).  Hill 722 was chosen as a node center site due to its central location to link the northern camps with the Tuzla Valley.  Tuzla was selected as the other node center location due to its central location and leftover 130ft Yugoslavian communications tower.  Unfortunately, we did not have line of sight between 722 and Tuzla, which required us to install an internodal relay.  The LEN was installed as a tandem switch so we would have some alternate routing capability.  A SEN was located near the LEN to dual hone the important users on Tuzla in case Node Center 53 or the LEN should fail.  The LEN and SEN support over 180 users on Tuzla.  
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To interconnect the Russian Bde at Ugljevik, the Turkish Brigade at Zenica, and Camp Demi, double radio relays would have been required.  Multichannel TACSAT was deemed as the only solution due to the force protection requirements of the relays.  In order to meet the guidance of a rotational capability for the Battalion, LTUs were used at the Turkish Brigade, Russian Brigade, and the Blue Factory due to their lower data traffic requirements.  By reducing the number of SENs and soliders required, the Battalion was able to create a follow-on force.  To incorporate Slavonski Brod (Regional Staging Base) into the network, the antenna at Slavonski Brod was erected on top of a gantry crane 40 feet in the air.  The shot between Slavonski Brod and Hill 722 is 67 km.  Due to the large number of users at Slavonski Brod, a second link over the Integrated Data Network Exchange (IDNX) was added.  The MSE link over IDNX back to the Division Headquarters in Central Region has also proven invaluable.  The Division staff has been able to directly coordinate 2 deployments/redeployments and receive data traffic direct from the Task Force Eagle network.  The G3 praised the Battalion when he announced to the Division Staff that direct dial MSE phones were available in the Division Headquarters.  Intelligence information and FRAGOs are sent via the Tactical Packet Network (TPN), keeping the Main Headquarters in touch with the current situation.


	During the war, all phone links between the Bosnian Federation and the Republic of Srpska were destroyed.  Previously, the only way to call between the two countries was to call into the international system and back in.  The Signal Battalion maintained a S5 to negotiate cross Inter-Entity Boundary Line (IEBL) Post Telephone and Telegraph (PTT) phone links at Doboj, McGovern (Brcko), and Dobol (Zvornik).  In addition to being important communications gateways, these IEBL links have become a symbolic bridge to the normalization of relations in the region.  
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CG’s Conference Call





	Six days a week the Division Commander has a conference call with his commanders at 0830.  It is the daily test of the quality of service the Signal Battalion is providing.  The ADC-S, Chief of Staff, Brigade Commander, LNOs from the multinational brigades, and Division staff listen to the conference call via a speakerphone 2931C, a desktop computer speaker, and the PA set.  The output of the speakerphone 2931C is wired in parallel with the input of the computer speakers.  The conference call is used by the CG to synchronize the days events.  Many of the key leaders at the other base camps gather in the task force TOCs to listen to the CG and his commanders converse.  After talking with his commanders, the CG receives a quick update from his staff and states his priorities for the day.


	


Supporting the Battlestar





	The Battlestar is the center of operations for Task Force Eagle.  The G6 section maintains a 24 hour operation to support the Battlestar.  The Battlestar has evolved over 20 months to its current configuration  (Figure 3).  A secure Local Area Network (LAN) enables the entire battle staff to share spot reports, log entries, FRAGOs (over 3000), and BUB (Battle Update Brief) slides.  Each staff section sends in their update slides via the LAN and are collected on the BUB computer.  The slides are then arranged into a 40 minute briefing presented at 1800 daily.  The SIPRNET allows conductivity to Central Region and national intelligence gathering assets. The LAN also allows the sharing of printer assets.  A common user Email terminal allows 50 users to maintain home station contact.  The command group sits at the head
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				Figure 3  The Battlestar





table and can observe the pop-up mapboard, situational update slides, and P3/Predator feeds off of the big screen televisions.  Secure telephones and the Division FM nets are within reach of the head table. Microphones are strategically placed so each element can update the entire Division Staff.  A videoswitchbox for the big screen TVs also permits a twice daily SFOR Video Teleconference (VTC) with the 3 Multinational Divisions (MNDs) and a US VTC with the Regional Staging Base (RSB) and the Division Headquarters in Central Region.








The War Wagon and the Super Rau





	Due to the unpredictable nature of Bosnia, three HUMMWV ambulances have been converted into “War Wagons” that are used by the CG, ADCs, and Brigade Commander as mobile Command Posts.  The War Wagon contains 4 SINCGARs radios (dual retrans capable), 2 MSRTs (one for Warlord intell downloads), Single Channel TACSAT, and INMARSAT.  Accompanying the War Wagon is a RAU team that extends the MSE network into areas not normally provided with RAU coverage (Figure 4).  


	The Battalion’s 5 RAUs are a critical communications asset.  The RAU at Camp McGovern covers the Brcko area, a hotly contested area by the three former warring factions.  The RAU on Hill 722 provides broad area coverage along the major traffic routes and some MSRTs have been able to affiliate from over 50 km away.  Since the RAU antenna was put on top of the 130ft communications tower at Tuzla, subscribers have reported coverage between Camps Bedrock and Dobol.  The RAU on Mt. Vis covers Camp Dobol and Zvornik.  The 5th RAU is a roaming RAU (indicated by the dotted lines) that convoys with the War Wagon to provide communications in critical hot spots.  The Division’s General Officers have
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repeatedly praised the abilities of the RAU team, thus earning them the nickname, “The Super RAU.”  The ability to call back from a hot spot to the Battlestar, Sarajevo, or Central Region is an essential requirement to support any contingency operation.  The first shot fired in anger in Bosnia will be reported directly to the President.


The Battalion is severely restrained where the Super RAU can deploy due to no available ports on the Node Center at Tulza and only 2 ports on the Node Center at Hill 722.  The Super RAU has put in Line of Sight (LOS) shots into Hill 722 from 35 km to the east, 59 km to the northwest, 36 km to the west, and 70 km to the south.  A large hilltop database is maintained by the Battalion S3 shop on the entire AOR.  Besides having to worry about LOS to Hill 722, threats along the route of march and possible minefields on the hilltop must be considered.





Management of Communications Systems





	The management of the various communications systems (Figure 5) requires a full strength G6 section of 30 personnel.  The status of these systems is briefed every night at the 1800 Battle Update Brief (BUB).


�


	Short Description of Each System:


		Sprint:  Commercial extension of the Defense Switching Network (DSN).


		FM:  SINCGARs in single channel mode supported by 18 retrans stations.


		SC TACSAT:  MST-20, LST-5E, PRC-117D terminals.  70 terminals in theater.


		MSE:  Mobile Subscriber Equipment from the 121st Signal Bn and 22 Signal Bde.


		PTT:  Post Telephone and Telegraph.  Bosnian commercial phone system.  				       Costs 1300DM to install a single phone line.


		DEOS:  Danish equivalent of MSE.  Used in the NordPol Bde sector.


		VSAT:  Variable Small Aperture Terminal.  A UN provided satellite phone terminal.


		Fly Away:  AMC provided satellite terminal that allows direct parts ordering.


		IPN:  International Peacekeeping Network.  A UN provided telephone system.


		JBS:  Joint Broadcast System.  DOD real-time intell transmission system.


		ATT:  Commercial morale phone system.  $2.50 for 1st minute, $1.25/min after 1st.
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The challenge in Bosnia is to make all of the various communications systems interface.  Included in the phone book (we are currently on change 15) are dialing instructions for the various systems.  If anyone reading this article knows of a way to get the 6 phones on the CG’s desk combined into a single phone then write the authors immediately.


	Every staff section has their own black box that they hook up to the MSE tactical packet network (TPN).  Sites without SENs operate in dial-up mode to download information.  The G3 utilizes the Maneuver Control System (MCS) to issue fragos and obtain commander’s assessments from the task forces.  MCS is so important it has its own briefing slide in the BUB.  The G2 transmits intelligence information via their Warlord and Tripp systems.  The Tripp system needs a data path back to Fort Belvoir in order to be operational.  The 27 Standard Army Management Information Systems (STAMIS) cannot be directly connected into the MSE TPN due the network’s Secret classification.  The Network Encryption System (NES) is a security platform that is designed to secure data up to the Top Secret level.  The NES provides STAMIS users the ability to encrypt their data and travel over the MSE TPN.  SIDPERS, finance, and logistics traffic through the NES and into the MSE TPN.  Our subscribers also receive Email in the field and have begun to saturate the TPN’s capabilities.  Though most Internet web surfing is not of a critical nature, the support battalions routinely surf the web to get parts information and now expect an Internet capability.  Testing is currently being done with the new high speed multiplexer cards for the SEN, which should improve the performance of the MSE TPN.





MSE Switch Retrofit





All MSE switches in USAREUR were required to undergo a major hardware and software upgrade, to include the switches deployed in Bosnia.  The upgraded switches would be more compatible with other services’ switches, present a better operator interface, and in the future permit a higher speed of data transfer.  The retrofit accomplished by the 121st and  440th  Signal Battalions and the 414th Signal Company was the first retrofit done in an operational theater with an ongoing real-world mission.  In order to minimize subscriber disruption, the changeover to new retrofitted switches was accomplished in phases.





	Phase I:  All Small Extension Nodes had their Electronic Programmable Memory (EPROM) cards switched with ones that would recognize the new Common Switch Routing (CSR) software incorporated into the retrofitted Node Centers and Large Extension Node.  The SENs had to be done first since these new cards were compatible with non-retrofitted Node Centers and the old EPROM cards were incompatible with a retrofitted Node Center.  This phase was incorporated with our normal site visits.  It was found that some of the cards would immediately lock up the SEN, so we learned that cards fresh out of the box still should be checked. 





	Phase II:  All packet switch systems disks were upgraded to Version 3.2.  This upgrade was in conjunction with the first retrofitted switch coming on line in the Operation Joint Guard (OJG) network.  





	Phase III:  After the SENs and packet switch software had been upgraded, all Node Centers currently in system which did not have the new hardware and software upgrades were swapped out with retrofitted switches from the 22d Signal Brigade (Figure 6).   The problem interfacing the retrofitted switches to the old switches is that they are incompatible when directly connected.  To interface between the 2 types of switches, a gateway is required. A new area code 408 was created to represent switches that had been retrofitted.  To alleviate unnecessary turmoil on the network and subscribers, the switches were rotated out and replaced one at a time.  This process started in Central Region (Germany) and was planned to end with the 121st rotating both Node Centers and LEN at the same time.  The challenge was to ensure that the routing designations were set properly at each gateway switch that crossed the area code boundary. Within a particular area code the switches were set for flood search but the path leading to the gateway switch that crossed the area code had to be set for deterministic routing.   This routing had to be changed each time a new switch was introduced and the area code boundary changed.  
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The individual changeout of switches in Central Region proceeded smoothly and the 121st System Control (SYSCON) paid particular attention to our subscribers’ ability to call Central Region and Sarajevo.  Exhaustive rock drills were done for the planned switchout of all three switches.  The retrofitted switches underwent switch exercises and extensive testing.  The command group had been extensively briefed throughout the entire process and provided command emphasis on why this changeover was necessary.  Unfortunately, during the day of the planned changeover there was a crisis in Brcko (the normal MND(N) hotspot), stopping the planned changeover.  To compound the problem, the node center on Hill 722 stopped processing calls and would not reinitialize.  The decision was made to put the retrofitted switch into operation on Hill 722, despite having two different area codes within the AOR.  The soldiers of the 121st Signal performed well under pressure, moving out the old switch, moving in the new switch, and reinstalling 13 links within 2 ½ hours.


	The next day things quieted down in Brcko, but things were quite exciting in the SYSCON.  The SENs off of the node center were showing a terminal type 27 (not defined) and the trunks were continually marking themselves out of service.  The other node center and LEN were directed to be changed over and all went well until the power converter in the LEN started smoking.  The soldiers of the 121st Signal again performed well under pressure, bringing all links back in at the Tuzla node center within 2 ½ hours and restoring partial service to the Task Force Eagle headquarters.  The soldiers found a way to bypass the power converter, but the GTE technical representative warned that the new Sun Workstation was very sensitive to power fluctuations.  An Uninterruptable Power Supply (UPS) and transformer were used with the power from the building to bring the workstation on line.  Unfortunately, it was determined that the hard drive containing the operating program had been corrupted.


	Again the 121st soldiers were called upon to perform under pressure.  2 SENs were moved into position next to the retrofitted LEN and installed.  The majority of subscribers and LAN service was restored.  Parts for the LEN were flown in the next day and the reverse process of moving subscribers back to the LEN was completed.  The success of the entire operation demonstrates the importance of accurate tagging and cable diagrams of the 180 subscribers on Tuzla.  
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11 Strange Things That Can Happen Only in Bosnia





	Operating in Bosnia is one of the greatest challenges a Signal Officer can face.  The variety of communications systems makes one a very fast learner.  The tried and true formula of training, rehearsals, and after action reviews is the key to success.  Here is a list of the strangest things encountered:








	1,   A Bolivian Major coming up to you asking for assistance in calling La Paz.


	2.   The 1st base came to be secured in the Sprint Network was the Russian Camp.


Working with 2 phone companies (Federation PTT and Republic of Srpska PTT) that absolutely detest each other.


Coordinating with a Norwegian Captain and a Finnish Captain to ground guide your RAU through 2 minefields to get to your desired setup site.


Establishing a phone police to see who is stealing the CG’s phone number so they can have the profile to call home.


Someone from the Organization for Security and Cooperation in Europe calls you for assistance in installing 25 Motorola radios in their civilian trucks.


Your higher J6 headquarters is commanded by a French General who has a British Captain for an Aide, and German Colonel deputy commander.


The Chaplain keeps asking you if you had a “good electron” day.


You have to track 16 different communications systems daily.


The PX manager comes to you with a frantic look saying her satellite link is down and she cannot do Deferred Payments, Catalog Orders, Check Bad Checks, or Verify Credit Cards.  Anyone with bad credit could now come in and make a purchase.


You are constantly teetering on the brink of imminent war or imminent boredom.
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