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The mission of the Department of Electrical Engineering and Computer Science is to 
educate cadets to be Army officers who understand, develop, and exploit current and 
future technologies. We ensure that our highly productive research programs support 
our curriculum, enhance the professional development of both cadets and faculty, and 
contribute to the fields of science and engineering important to the Department of 
Defense. Our more than 50 faculty members have superb qualifications in computer 
science, electrical engineering, information systems engineering, and information 
technology. The Photonics Research Center and the Information Technology and 
Operations Center have an outstanding track record of finding research opportunities 
that best support our mission, establishing funding programs, and then inviting faculty 
to support the project of choice with no overhead requirements or administrative 
burdens. This approach to department research has resulted in 100% faculty 
participation and up to 100 publications and presentations in a given year. At the same 
time, we are making a difference throughout the Defense community as well as in the 
Federal Government. Of particular note are our contributions to smart pixel 
technologies, optical and oversampled analog to digital conversion, image processing, 
novel semiconductor lasers, information assurance, science and engineering education, 
diversity, officer education needs in network-centric warfare, information technology, 
advanced technology classrooms, high speed communications, fiber optics, and the 
science and engineering underpinning numerous Army battlefield and automation 
systems.  The quality of our scholarship and service is recognized by peers nationally 
and internationally. 
 
Through the efforts of the Information Technology and Operations Center (ITOC), 
USMA is a Center of Academic Excellence in Information Assurance Education as 
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designated by the National Security Agency (NSA). The Military Academy was the first-
ever undergraduate institution to be so designated. The quality of the ITOC research 
programs led to the development of 4 patents submissions.  One technology has 
transitioned to production with potential fielding to soldiers and first responders.  This 
same effort was singled out as a 2006 Army Research and Development Award winner.  
The ITOC also continues to be the driving force behind the annual Cyber Defense 
Exercise. The Cyber Defense Exercise challenges cadets from all five service academies 
to design, implement, and protect a sophisticated computer network from attack by a 
NSA-led red team. The winning academy is awarded the NSA Information Assurance 
Director’s Trophy. This program has significantly raised the level of Information 
Assurance education and understanding for all participants and is being used as the 
model for both a multi-national Department of Defense exercise and a competition for 
civilian universities. Additionally, the ITOC serves as the lead agency for the Annual 
IEEE Information Assurance Workshop, which brings together over 150 representatives 
from academia, industry and the federal government. The electrical engineering and 
computer science efforts in the Photonics Research Center continue to be singled out 
for excellence during reviews by outside agencies. Our cadets, staff, and faculty 
continue to work as a team to achieve the best possible research experience while 
supporting the needs of our primary customer—the United States Army. 
 
 

Information Technology Operation Center Projects: 
Center Director:  LTC Ron Dodge, Ph.D. 

 
Information Operations 
 

Ancile 
LTC Fernando Maymi 

 
Sponsor:  Program Manager, Ground Combat Command and Control 

 
The Ancile project designed and constructed a PDA prototype device that can, in combination 
with GPS technology, provide increased survivability of dismounted soldiers by correlating 
location information with indirect fire data.  Ancile is intended as a complementary system to 
FBCB2 and potentially, Land Warrior.  Ancile has been successfully tested under 81mm mortar 
live-fire conditions at Yuma Proving Ground, AZ, and is currently undergoing commercial 
productization.   
 
Four Patents filed: 
·  "System And Method For Semi-Distributed Event Warning/Notification For Individual Entities" 
by Paul Manz of PM Battle Command, disclosure docket number -  SN 11/489,806, filed 
07/12/2006 - Docket No. CECOM 5530;   
·  "System And Method For Tactical Centralized Event Warning/Notification For Individual 
Entities", by Paul Manz of PM Battle Command, disclosure docket number - SN 11/489,800, filed 
07/12/2006 - Docket No. CECOM 5531;  
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·   "System And Method For Tactical Distributed Event Warning/Notification For Individual 
Entities" by Paul Manz  of PM Battle Command and Fernando Maymi of USMA, disclosure docket 
number - SN 11/489,802, filed 07/19/2006 - Docket No. CECOM 5532; and   
·   "System For Event Warning/Notification And Reporting For Individual Entities" by Paul Manz 
of PM Battle Command and Fernando Maymi of USMA disclosure docket number - SN 
11/489,808, filed 07/19/2006 - Docket No. CECOM 5533. 
 
LTC Fernando Maymi and Mr. Paul Manz (PM Battle Command) received the 2006 Army 
Research and Development Award.  
 
F. Maymi and P. Manz, “Dismounted Soldier Tracking and Strike Warning”, MILCOM 2005, 17-
20 October, 2005, Atlantic City, NJ. 
 
F. Maymi and P. Manz, "Dismounted Soldier Tracking and Strike Warning", presented at the 
25th Army Science Conference, 2006. 
 
 

The Effects Based Assessment Support System 
MAJ Thomas Morel and LTC Simon Georger (ORCEN) 

 
Sponsor:  Joint Forces Command, Multi-National Forces Headquarters, Iraq 

 
The Effects Based Assessment Support System (EBASS) was originally developed under the 
name of the Dynamic Planning and Assessment Support System (D-PASS) to aid Coalition Joint 
Task Force 180 in the Future Operations planning for the Operation Enduring Freedom 
campaign in Afghanistan. EBASS, a joint effort between the ITOC and ORCEN, has been 
selected for use in the Standing Joint Forces Headquarters by JFCOM.  
 
MAJ Thomas Morel continued supporting the deployment and development of EBASS; deploying 
to more than six different locations in support of seven exercises and combat operations.  
 
S. Georger, T. Morel, M. Kwinn, R. Dodge, "ANCILE – advanced warning threat indicator," 30 
May 2006.  Final Technical Report.  
 
 

Command Post of the Future 
LTC Fernando Maymi and MAJ Rick Brown (Math) 

 
Sponsor:  Program Manager, Battle Command 

 
The Command Post of the Future (CPoF) provides planning and mapping tools to support the 
commander’s battle management and Information Operations processes by rapidly processing 
and correlating combat information from all available sources.  We conducted a security 
assessment of the vulnerabilities of CPoF, and identified the major areas of risk.  In the 
upcoming year, we will apply the Mission Oriented Risk and Design Analysis to quantify the 
system’s security. 
 
F. Maymi, R. Brown, CPOF Security Assessment Technical Report, October 2005. 
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Non-Line-Of-Sight Launch System (NLOS-LS) 
LTC Fernando Maymi and Dr. John James 

 
Sponsor:  Program Manager, Battle Command 

 
The Army is developing a family of inexpensive tactical cruise missiles known as the Non-Line-
Of-Sight Launch System (NLOS-LS). The Navy recently decided to incorporate this system into 
their state-of-the-art Littoral Combat Ship. The thrust of current joint efforts is in understanding 
how NLOS-LS will best support both land and littoral operations.  The goal for this year is to 
provide enhancements to a previous version—a camera view from the missile’s perspective, 
appropriate physics to simulate flight, and waypoints that guide the missile along a safe route.  
In addition to simulating more realistic missile traits in a three dimensional world, the enhanced 
environment also provides support for graphical overlays that include military unit designators, 
phase lines, and other useful two dimensional visual aides that are used in military mission 
planning.  Finally, the ability to create mission-based scenarios makes Netfires an inexpensive 
alternative for PAM and LAM doctrine development. 
 
CDT B. Boyles, CDT P. Lopez, and CDT H. Nieves, NetFires Cadet Technical Report, May 2006. 
 
 

Voice Over IP Integration Assessment 
LTC Jeff Girard, Ph.D. 

 
Sponsor:  ITOC 

 
A Voice Over Internet Protocol (VoIP) network is a network which sends both typical data 
packets and voice packets in the same network through the same hardware (cables, routers, 
hubs, etc).  The network server contains call manager software, which is the source of the 
setup for the voice portion of the network.  This allows for the addition of new phones and the 
initial setup of these phones.  The Academy will move to implement VoIP for all telephone 
services at USMA.  This project will serve to provide installation and management 
considerations for the future deployment of VoIP At USMA. 
 
CDT M. D. Miller, CDT M. Pitulej, CDT V. N. Pritchard, Voice over Internet Protocol (VoIP) 
Security Analysis Technical Report, May 2006. 
 
 

Intelligent Power Plant 
LTC John Hill, Ph.D. and Dr. Daryl Massie 

 
Sponsor:  ITOC 

 
Normally, local generation of electricity is more expensive than purchasing it from the grid.  
However, due to electricity price structuring, significant overall savings can be gained by 
producing electricity locally to offset the peak demands.  This project will develop a system that 
learns the operating characteristics of a given co-generation power plant and optimizes the local 
generation of power for overall cost savings. 



 5

 
The objective of this research is the development of a neural network-based optimizing 
controller for power generation and waste heat utilization that learns plant characteristics and 
then recommends a plant operating strategy to either improve performance or minimize cost. 
 
P. Curtiss, M. Miller, J. Hill, and D. Massie "Development of a Neural Network Optimizing 
Controller for Power Generation," 30 NOV 2005.  Final Technical Report for DoE agreement DE-
AI26-04NT42202. 
 
 

Intelligent Soldier Power 
LTC John Hill, Ph.D., Dr. Daryl Massie, and LTC Lisa Shay, Ph.D. 

 
Sponsor:  ITOC 

 
Technologically advanced soldier systems significantly improve fighting capabilities, but 
at the cost of an increased need for power.  Creating light-weight and long-lasting 
batteries is just one part (power supply) of the solution.  This study focuses on the 
other part, reducing power demand, by using intelligent techniques for shaping and 
managing the power demands placed on the system when demands for services 
(location, targeting, etc.) are made.  Ultimately, such decisions will be made across a 
team of soldier systems, resulting in power efficiency across the team. 
 
J. M. D. Hill, D. D. Massie, and L. A. Shay, "Software Architecture of an Intelligent 
Power Controller for Soldier Systems, Technical Report " 2 SEP 2005 (updated 9 NOV 
2005).   
 
 

Text Comparison/Attribution System 
LTC Fernando Maymi 

 
Sponsor:  U.S. Secret Service 

 
The vast expanse of technology in today’s world enables one to send and receive electronic or 
handwritten messages without the recipient’s ability to identify a source of origin.  We have 
developed a system that stores, tracks, and analyzes text within such messages.  As text exists 
in different forms, ranging from e-mails to hand written notes, our system stores and analyzes 
such data and language and identifies commonalities with other text sources. This project uses 
a variety of user selected comparison methods to compare one text against a variety of other 
texts within a database. The database is accessed via the internet through interaction with 
forms. Based on user-selected methods, the system returns the probability that the comparison 
text was written by the same author as other pieces of text in the database. The user, with this 
information, can then make an informed judgment as to whether the probability is high enough 
to consider the documents to be from the same author.  The results of these comparisons 
potentially allow one to discover the origin and author of text samples.  The real world 
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applications of this system include usage for the Secret Service in the analysis of threatening 
texts, as well as a civilian use in determining originality of a work in academia. 
 
CDT D. Drew, CDT D. Meyer, CDT J. Parlee , Project CLADE Cadet Technical Report, May 2006. 
 
 
Information Assurance 
 

Military Academy Attack/Defense Network Simulation 
LTC Ronald Dodge, Ph.D. and LTC John Hill, Ph.D. 

 
Sponsors: National Science Foundation, Defense Information Systems 

Agency 
 
This complete application simulates all facets of building and managing an information system; 
combining them into a seamless application that provides an integrated, engaging, challenging, 
and competitive information assurance learning environment.  The goal is to build an 
information assurance simulation that integrates all the complexities involved in maintaining an 
information system infrastructure, including hardware configuration, service requirements, 
“sizing” the system to the correct capacity, administrative support and security configuration.  
MAADNET has been adopted by the Defense Information Systems Agency as an education tool 
for user, manager, and technician education. 
 
R. Dodge and J. Hill, Military Academy Attack/Defense Network Simulation NSF Technical 
Report, May 2006. 
 
 

UNICODE Stenographic Exploitation 
Dr. Frank Mabry and Dr. John James 

 
Sponsor:  Department of Defense/National Security Agency 

 
In the simpler days of the not too recent past, an English-speaking computer user could view a 
message and intuit the underlying digital representation of the characters without error. In this 
idyllic past the characters had few places to hide. The distance between the pixels on the 
display and the internal character representation was measured by a reference table in the back 
of the display adapter’s manual. As the use of Unicode has become more prevalent, sufficient 
understanding of character representation, storage, transmission and rendering has become 
very complex and less than intuitive. The complex interpretation process needed for Unicode 
application programming provides an ever expanding “landscape of details” in which 
steganographic exploits can be hidden. In this project we explain (1) basic concepts and 
definitions associated with Unicode, (2) general concepts from steganography, (3) the 
description of an example exploit embedded in the first paragraph of the Declaration of 
Independence, (4) overview of the implications of this exploit for Military messaging systems, 
(5) description of a solution architecture which addresses these concerns and (6) some 
implications for other application environments. 
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F. J. Mabry, J. R. James, A. J. Ferguson, “Unicode Steganographic Exploits: Maintaining 
Enterprise Border Security,” submitted to the IEEE Security and Privacy, May 2006. 
 
 

Gibraltar 
LTC Grant Jacoby, Ph.D. 

 
Sponsor:  National Reconnaissance Office 

 
Although mobile devices are globally omnipresent, security developments for these devices 
have not kept pace with their technological advancements.  Thus, mobile devices are 
increasingly vulnerable to intrusions and malicious attacks.  Gibraltar combats these growing 
threats by monitoring demands placed on battery current (mA) as well as correlating power and 
event activities, such as processes, open ports, and registry keys.  This combination serves as 
an early warning tripwire-like sensor for mobile hosts, blocking as well as identifying attacks.  
The end state for Gibraltar is to provide a totally host-based proactive form of intrusion 
detection systems (IDS) that can be easily integrated into current network IDS to provide an 
enhancement in detecting, alerting and responding to various intrusions.  This paper outlines 
the design, test, and build methodologies used to resolve attack-sensing and warning research 
problems and discusses lessons learned. 
 
G. A. Jacoby and N. J. Davis IV, “Battery-Based Intrusion Detection: A Focus on Power for 
Security Assurance,” 2005 Journal of Space and Aeronautical Engineering, vol. 113, pp. 1818-
1829, 2005. 
 
G. A. Jacoby and N. J. Davis IV, “Mobile Host-Based Intrusion Detection and Attack 
Identification,” IEEE Wireless Communications Journal, Fall 2006. 
 
G. A. Jacoby and N. J. Davis IV, “Achieving Mobile Host-Based Security,” ACM Transactions on 
Information and System Security Journal, 2006.  
 
G. A. Jacoby, R. Marchany, and N. J. Davis IV, “Using Battery Constraints Within Mobile Hosts 
To Improve Network Security,” IEEE Security & Privacy Magazine, September 2006.  
 
S. Ransbottom and G. A. Jacoby, “Mobile Triage in Support of Effective Reporting (ER),” Military 
Communications Conference (MILCOM06), 23-25 October 2006 
 
G. A. Jacoby, CDT T. Hickman, CDT S. P. Warders, CDT B. Griffin, CDT A. Darensburg, and CDT 
D. E. Castle, “Mobile Intrusion Protection,” Proceedings from The 2006 World Congress in 
Computer Science, Computer Engineering, and Applied Computing, June 2006.  
 
T. K. Buennemeyer, G. A. Jacoby, R. C. Marchany, and J. G. Tront, "Battery-Sensing Intrusion 
Protection System," Proceedings of the 7th IEEE SMC 2006 Information Assurance Workshop, 
June 2006. 
 
CDT D. E. Castle, CDT A. Darensburg, CDT B. Griffin, CDT T. Hickman, and CDT S. P. Warders, 
"Gibraltar: A Mobile Host-Based Intrusion Protection System," National Conference on 
Undergraduate Research, April 2006. 
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6th Annual IEEE RIT Engineering Design Competition – Best Presentation Award.   CDT S. P. 
Warders, CDT T. Hickman, CDT D. E. Castle, CDT A. Darensburg, CDT B. Griffin, “Gibraltar: A 
Mobile Intrusion Protection System,” Rochester, NY, May 12 2006. 
 
 

Honeynets 
LTC Ronald Dodge, Ph.D., LTC Kevin Huggins, PhD., and MAJ Tanya Markow 

 
Sponsor: 1st Information Operations Command 

 
Honeynets are an ideally suited security tool for detecting new attacks and catching advanced 
attackers.  They reveal the attacker’s identity, tools, and means of communication. Data 
collected from honeynets contribute to the prevention of future attacks. The systems designed 
at West Point are being used as the model for development of Army and DoD systems. The 
ITOC is engaged with DoD honeynet development efforts and with the open source honeynet 
alliance.  In June and July 2006, cadets on AIAD’s at Universities in Paris, Panama, and 
Santiago worked in collaboration with local students to deploy similar honeynets with the goal 
of analyzing the distributed honeynets to detect commonalities in attack vectors. 
 
R. C. Dodge, Chapter Title: "Configuring and Deploying Honeynet Systems," Enterprise 
Information Systems Assurance and System Security: Managerial and Technical Issues,  Idea 
Group Publishing, copyright 2006. 
 
R. C. Dodge, “The Virtual Guide to Honeynet Deployments”, www.honeynet.org  
 
 

XML Commercial Signature Testing and Integration Tool 
Dr. Aaron Ferguson 

 
Sponsor:  Department of Defense/National Security Agency 

 
There are several commercial tools that allow users to digitally-sign XML documents. 
Compliance of these tools with the XML Digital Signature Standard is inconsistent at best. This 
tool will allow an XML application developer to test commercial XML digital signature tools for 
compliance with the XML Digital Signature Standard. A compliance grid will allow DoD 
Information Technology decision-makers to make informed public-key technology integration 
decisions.  
 
 

Secure WebDAV 
Dr. Aaron Ferguson and MAJ Rick Brown (Math) 

 
Sponsor:  National Security Agency 

 
WebDAV has become a prolific protocol on the Internet due to its utility in collaborative 
authoring of shared resources.  When the Internet Engineering Task Force (IETF) created the 
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WebDAV protocol, they designed it with purely functionality in mind and did not include in it any 
security.  WebDAV makes it seem as though a WebDAV-enabled folder is just another folder on 
user’s system.  WebDAV users are allowed basic permissions like read, write, and execute in 
WebDAV-enabled directories on remote systems.  This causes some obvious security concerns.  
To date, most of the exploits are denial of service attacks involving infinite or unreasonably long 
timeouts for Locks or users PUTing very large files to the remote system to eat up system 
resources.  MITM attacks also make it very easy to forge the owners of Locks since everything 
is sent in the clear.  Since WebDAV is such a useful tool but so open for exploitation a secure 
WebDAV server is the next logical step. The purpose of this project is to implement such a 
system that will provide security for the use of WebDAV on initially a confined network, then a 
large scope network.  By creating a solution that uses a secure socket, user authentication 
methods, and user management tools, a secure server using WebDAV is achievable.  
 
CDT R. E. Collins and CDT D. C. Stewart, Voice over Internet Protocol (VoIP) Security Analysis 
Technical Report, May 2006 
 
 

Network Cognizance 
Dr. John James and Dr. Frank Mabry 

 
Sponsor:  ITOC 

 
This project is focused on the development of an analytical approach for network cognizance 
and the implementation of a prototype demonstration of applying the analytical technique. We 
will design an interface for construction of an overlay interface for visual display of the status of 
a power generation and distribution system and an associated network.  The intent is to 
attempt to resolve the differences between those values predicted by a given model and those 
values observed as system parameters shared over a network Supervisory Control And Data 
Acquisition (SCADA) system.  The model used for prediction of system values will be a 
PowerWorld model of the same complexity as the implementation of a Matlab/Simulink model 
of a two-generator, three-bus network with 700 kilometers of transmission lines which is 
unstable without proper feedback control implementation (i.e. a Power System Stabilizer (PSS)). 
A model of this complexity is expected to provide an initial demonstration of the validity of the 
approach for objective-driven-evidence-accumulation-and-analysis.  
 
J. James, F. Mabry, L. Shay, and R. Dodge " Network Cognition – Technology Review and 
Overlay Requirements Analysis," 20 Feb 2006.  Interim Technical Report. 
 
 

RFID Vulnerability Analysis 
LTC Ronald Dodge, Ph.D. and Mr. Jeff Bonner 

 
Sponsor:  ITOC/Department of Defense/National Security Agency 

 
The Global Information Grid (GIG) has been designated as the de facto mode of operation for 
combat and control in the next decade. A current enabling technology employed by DoD on the 
GIG is Radio Frequency Identification (RFID).  RFID is used from supply chain management to 
battlefield sensors (for example, Ultra-Low Power Battlefield Sensor Communication Systems, 
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ULPBSCS).  In supply chain management, RFID technology is engaged to track and log 
movement of parts and equipment.  One logical management system used by the Army is the 
Battlefield Combat Service Support System (BCS3).  The system uses RFID technology to track 
each item in the supply system beginning at entry into the Army system.   Items are scanned 
by an RFID interrogator at transit locations to track its.   The application allows you to display 
the location of an item by tracking number or to select an area on the digital map and all 
tagged items will be displayed.  This capability provides an information confidentiality risk by 
allowing an advisory to interrogate supply vehicles from a concealed stand-off location and 
discover all supply items (repair parts, end items, ammunition…) entering a given area of 
operations.  Furthermore, the application delivering the supply information to the user is 
available on the NIPRNET which adds additional security considerations.  
The objective of this research is to examine the RFID protocol to discover potential 
vulnerabilities introduced to the GIG.  The potential vulnerabilities include unaccounted for 
access points into the GIG, loss of information, and data integrity.  Additionally, the 
characteristics of a stand-off device will be evaluated from a power and size perspective for a 
series of distances.  Finally, an assessment using the MORDA framework of the security risks 
associated with using the NIPRNET for use in the DoD supply management. 
 
S. Dehney, RFID Security Primer Technical Report, August 2006 
 
 
Information Assurance Education 

 
Information Warfare Analysis and Research Lab 

LTC Ronald Dodge, Ph.D. 
 

Sponsor:  ITOC 
 
The Information Warfare, Analysis, and Research (IWAR) Lab represents six LAN segments 
consisting of approximately 200 nodes.  It provides an “enterprise” appearance to the users of 
the network by running many operating system versions and multiple similar services on various 
hardware architectures.  The network segments contain both “vulnerable” and “hardened” 
targets. These systems are used in support of Information Assurance education and training at 
USMA.  The lab also serves as the resource center for computing assets supporting sponsored 
research.  New technologies and applications are integrated into the IWAR network as 
appropriate, adding to the complexity and realism of the network. 
 
 

Network Routing and Switching Fundamentals and Advanced Training 
LTC Ronald Dodge, Ph.D. and LTC Dave Cook 

 
Sponsor:  ITOC 

 
The emerging need for facilities and curriculum to prepare students and practitioners to 
understand, anticipate, and investigate malicious activity conducted using Internet based 
services and infrastructure is emerging as a high interest area and increasing in importance.  
Curriculum development focusing on host forensics has been discussed and written about 
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frequently in the recent past.  However the area of network forensics has largely not been 
included.  The objective of this research is to create a physical laboratory and describe the 
integration of practical, example based network focused curriculum. 
 
 

Virtual Information Assurance Network 
LTC Ronald Dodge, Ph.D. 

 
Sponsor:  National Security Agency, Microsoft 

 
The Virtual Information Assurance Network (VIAN) project at USMA uses new technologies to 
allow for robust testing on a single platform.  The VIAN solution has been demonstrated to 
several Federal Agencies and is currently in use by the 1st Information Operations Command 
and the State Department.  The agencies use the system for both live exploit experimentation 
and for education. VIAN provides a “real” network using only one machine. In this machine, 
virtual networks can be rapidly configured. The project provides the Army with the capability to 
analyze malicious Virus/Trojan/Worms in mobile isolated environments. 
 
 

Sixth Annual IEEE Information Assurance Workshop 
LTC Ronald Dodge, Ph.D., LTC John Hill, Ph.D., Dr. Aaron Ferguson, Dr. John 

James, LTC Fernando Maymi 
 

Sponsors:  IEEE Systems, Man and Cybernetics Society, National Security 
Agency 

 
The Department of Electrical Engineering and Computer Science, with support from the IEEE 
and the National Security Agency, has initiated a national-level series of workshops to provide a 
forum for discussion of information-assurance-related issues and publication of information-
assurance-related research.  The EE&CS Information Technology and Operations Center has 
hosted highly regarded workshops on Information Assurance Topics since 2000. The 
proceedings have been published on compact disk and in book form. 
 
Proceedings of the Sixth Annual IEEE SMC Information Assurance Workshop, June 15-17 2005, 
West Point, NY. 
 
 

International Cyber Defense Workshop 2005 
LTC Ron Dodge, Ph.D. and LTC Fernando Maymi 

 
Sponsor:  ITOC 

 
The Information Technology and Operations Department of the United States Military Academy 
(USMA), in conjunction with the Office of the Assistant Secretary of Defense for Networks and 
Information Integration Information Assurance Directorate (OASD (NII)/IA Directorate), create 
and execute a Cyber Defense Workshop and Exercise to provide an opportunity for participants 
to work in a collaborative environment to address various technical security issues regarding the 
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identification and remediation of computer security vulnerabilities. Topics covered include 
wireless technologies and their various reconnaissance and attack technologies, network 
reconnaissance and attack methods and tools, and hands-on exercises to provide training on 
the topics discussed. The topics are introduced in seminar style with field experts invited to 
present current trends.  Hands-on training/exercise labs are used to reinforce discussions.  
Participants are broken down into several teams to compete in the situational training exercises 
(STX). 
 
 

Cyber Defense Exercise 2005 
LTC Ron Dodge, Ph.D. 

 
Sponsor: Public Key Infrastructure Program Office, National Security Agency 
 
The inter-academy Cyber Defense Exercise (CDX) is a hands-on, competitive real-life learning 
experience initiated and implemented by faculty and cadets of the US Military Academy, with 
funding and direction provided by the National Security Agency. The concept of “defending the 
network” was derived to evaluate cadet skills and the effectiveness of the Information 
Assurance (IA) education at West Point. The CDX served as the final project for senior-level 
Computer Science majors enrolled in the IA course.  All five service academies and the Air Force 
Institute of Technology competed in 2005. 
 
A combined team of analysts from the National Security Agency and the 92nd Aggressor 
Squadron, US Air Force served as the Red Team. Remote access was provided to each 
participating school’s Cyber Defense Network (CDN) via a Virtual Private Network configured to 
provide authentication and encryption of all traffic. The team verified the student’s efforts to 
provide security to the CDN while ensuring the predetermined services and applications were 
available, with a baseline set of network resources and operating systems provided by the DoD 
Public Key Infrastructure Program Management Office. The Red Team then, based on 
predetermined assessment criteria, designated the school with the strongest information 
assurance posture the winner of the exercise. 
 
L. J. Hoffman, R. Dodge, T Rosenberg, and D. J. Ragsdale, “Exploring a National Cybersecurity 
Exercise for Universities,” IEEE Security and Privacy, September 2005, page. 52-58 
 
G. White, R. Dodge, “The National Collegiate Cyber Defense Competition,”, page 68-75, 10th 
Colloquium for Information Systems Security Education Washington, DC, June 5-8, 2006.  
 
T. Augustine, R. Dodge, “Cyber Defense Exercise: Meeting Learning Objectives thru 
Competition,”, page 61-67, 10th Colloquium for Information Systems Security Education 
Washington, DC, June 5-8, 2006. 
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Email Phishing Exercise 2005 
Dr. Aaron Ferguson and LTC Ron Dodge, Ph.D. 

 
Sponsor:  ITOC 

 
User security education and training is one of the most important aspects of an organizations 
security posture.  Using security exercises to reinforce this aspect is frequently done by 
education and industry alike; however these exercises usually enlist willing participants.  We 
have taken the concept of using an exercise and modified it somewhat to evaluate a users 
propensity to respond to email phishing attacks. 
 
Ferguson, A., “Duty, Honor, Country and Email Attachments:  The West Point Carronade” 
Educause Quarterly, Number 1 2005, pp 54-57 
 
Jackson, J., Ferguson, A., Cobb, M., “Building a University-wide Automated IA Awareness 
Exercise: The West Point Carronade”, Frontiers in Education Conference, 19-22 October 2005, 
pp T2E7-10  
 
R. Dodge, A Ferguson, "Using Phishing for User Email Security Awareness", Proceedings of the 
IFIP TC-11 21st International Information Security Conference (SEC 2006), page 454-458, 
Karlstadt, Sweden, 22-24 May 2006 
 
 

Classroom XXI 
MAJ Tracy Mann and MAJ Duane Fairfax 

 
Sponsor: TRADOC 

 
This project provides technical expertise and maintains the test-bed laboratory for the TRADOC 
multimedia classroom of the 21st Century. In addition, it evaluates and recommends proposed 
technologies. The researcher performs test and acceptance of Classroom XXI implementations 
and conducts courseware development training. Objectives include: 
 
Determine benefits and limitations of student computer management tools; 
Evaluate collaborative tools and other methods to enhance student learning;  
Evaluate and test hardware, software, and audio-visual equipment for possible use in future 
Classroom XXI implementations; and 
Assess knowledge/learning management systems to enhance school administrator ability to 
conduct soldier Human Capital Management. 
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Information Assurance Education and Curriculum Development 
LTC Ronald Dodge, Ph.D., LTC Fernando Maymi, 

and COL Daniel Ragsdale, Ph.D. 
 

Sponsor:  ITOC 
 
Our nation’s economy and our military are becoming increasingly dependent on information 
systems.  Assuring the confidentiality, integrity, and availability of these systems is a national 
security issue.  A significant effort is being expended to develop information assurance 
curriculum for use in undergraduate programs.  Objectives include:  
 

• Develop consistent IA curriculum criteria for all undergraduate universities to employ; 
• Share advances in IA education with other universities as well as industry by facilitating 

technology transfer; 
• Work with the NSA and other organizations to continue to expand cadet and faculty 

internships; 
• Ensure IA education is conducted employing a multi-disciplinary approach; and 
• Identifying means for universities resource bounded to include IA into existing 

curriculum. 
 
 

Photonics Research Center Projects: 
Center Director:  LTC Robert Sadowski, Ph.D. 

 
 
EE&CS Projects 
 

Photonic Analog-to-Digital Conversion and Image Processing  
Applications of the Error Diffusion Neural Network 

COL Barry L. Shoop, Ph.D., COL Eugene K. Ressler, Ph.D., Dr. Thomas D. 
Wagner, Dr. Jean R. S. Blair, LTC Robert W. Sadowski, Ph.D., 

COL Andre H. Sayles, Ph.D., Dr. Wenli Huang,  
Dr. Pankaj K. Das, University of California at San Diego, La Jolla, California,  
Dr. Liu Jaing, Dr. Joseph N. Mait, Dr. George Simonis, U.S. Army Research 

Laboratory, Adelphi, Maryland 
 

Sponsors:  Army Research Office and Defense Advanced Research Projects 
Agency 

 
Since the majority of signals encountered in nature are continuous in time and amplitude, the 
analog-to-digital (A/D) interface is generally considered to be the most critical and challenging 
part of any signal acquisition and processing system.  Because of the difficulty in achieving 
high-resolution and high-speed A/D converters, this A/D interface has been and continues to be 
a barrier to the realization of high-speed, high-throughput systems.  As a result, photonic-based 
systems have received increased emphasis because of their high-speed switching capability and 
the inherent parallelism that comes with a 2-D photonic system. 
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This research investigates photonic-based A/D conversion employing oversampling and spectral 
noise shaping techniques.  In these applications, a low-resolution quantizer is embedded in a 
feedback architecture in an effort to reduce the quantization noise through spectral noise 
shaping.  Here a large error associated with a single sample is diffused over many subsequent 
samples and then linear filtering techniques are applied to remove the spectrally shaped noise 
thereby improving the overall signal-to-quantization noise ratio of the converter.  A two-
dimensional extension of this concept diffuses error spatially using an error diffusion neural 
network realization for digital image halftoning and image processing applications. 
 
Applications under consideration include high-speed, high-resolution photonic A/D conversion, 
photonic-based digital image halftoning, and data reduction and classification of multispectral 
and hyperspectral imaging systems. 
 
W. Huang, B. L. Shoop, E. K. Ressler, C. Bonamigo, and A. Garcia, “Application Specific 
Multispectral Image Processing Using a Novel Halftoning Algorithm,” Frontiers in Optics the 89th 
OSA Annual Meeting/Laser Science XXI, Tucson, AZ, USA (Oct. 2005). 
 
 
 

Mixed Signal Applications of Smart Pixel Technology 
LTC Robert W. Sadowski, Ph.D., COL Barry L. Shoop, Ph.D., 

COL Andre H. Sayles, Ph.D., Dr. Wenli Huang, 
 

Dr. Pankaj K. Das, University of California at San Diego, La Jolla, California, 
Dr. George Simonis, US Army Research Laboratory, Adelphi, Maryland 

 
Sponsors:  Defense Advanced Research Projects Agency and Army Research 

Office 
 
Smart pixel technology is a relatively new field that integrates electronic circuitry with 
optoelectronic devices in an effort to improve overall performance of existing applications and 
enable new applications not previously envisioned with either single technology.  Smart pixels 
leverage the functionality and programmability of established electronic circuit technology and 
the high-speed switching and parallelism of arrays of optoelectronic devices.  A smart pixel 
hardware implementation of the error diffusion neural network has been investigated and 
experimentally characterized.  This hardware approach to the error diffusion neural network 
provides the ability to perform real-time image halftoning for applications such as xerography, 
laser printing, and facsimile. 
 
Previously, we designed and fabricated proof-of-concept smart pixel circuits that realize the 
error diffusion filter.  The earlier 5 × 5 CMOS-SEED implementation demonstrated correct 
functionality, however the design was not optimal. We then initiated a VLSI circuit design, 
modeling, simulation and testing program using the MOSIS foundry for our precision analog 
circuits. 
 
As device features shrink to sub-micron scales, available transistor models fail to accurately 
predict their operation.  Most external research focuses on modeling digital circuitry at these 
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dimensions.  Analog CMOS circuits offer particular challenges at the sub-micron level because 
current simulation tools fail to accurately predict their behavior.  We initially conducted 
statistical analysis of extracted run parameters to see how we can minimize device mismatch 
from run-to-run parameter variations.  Using these matching guidelines, we explored a variety 
of different topologies to implement the smart pixel neuron.  As a result, we have developed a 
neuron topology that overcomes many of the inherent limitations of the proof-of-concept circuit.  
The key element of the new neuron is a modified current starved inverter.  The modification 
consists of a novel loading scheme that allows us to effectively determine the quantizer slope 
independent of the transistor parameters.  This means that run-to-run variations should not 
adversely effect the neuron operation.  We are using MOSIS foundry runs to validate our design 
and the initial results look very promising.  
 
Robert W. Sadowski and Barry L. Shoop, “Error Diffusion Network Implementation for Real-time 
Halftoning Applications,” Frontiers in Optics the 89th OSA Annual Meeting/Laser Science XXI, 
Tucson, AZ, USA (Oct. 2005). 
 
 

Biologically Motivated Analog-to-Digital Conversion 
COL Eugene K. Ressler, Ph.D. and COL Barry L. Shoop, Ph.D., 

 
Dr. Pankaj K. Das and Dr. Brian Watson 

University of California at San Diego, La Jolla, California 
 
Sponsors:  Defense Advanced Research Projects Agency and Army Research 

Office 
 
Biologically-motivated analog-to-digital conversion considers the coordinated neuronal firings of 
biological systems to allow for the low-noise processing and transmission of analog signals 
through a network of coupled neurons.  The inherently high noise levels associated with 
biological neurons has been found to be mitigated over a specific frequency range using a 
network of interconnected neurons.  These neural interconnections cause statistical temporal 
patterns in the summed output of the network which result in spectral noise shaping and 
improved signal to noise ratio performance.   
 
 

Photonic Crystal Vertical-Cavity Surface-Emitting Lasers 
LTC James J. Raftery, Jr., Ph.D., LTC Gregory R. Kilby, Ph.D.,  
CPT David J. Chang, Ph.D., LTC Robert W. Sadowski, Ph.D., 

 
Dr. Kent D. Choquette, University of Illinois at Urbana-Champaign, Urbana, IL  
 

Sponsors:  Army Research Office  
 
The incorporation of a two-dimensional (2D) photonic crystal (PhC) lattice containing a lattice 
defect into a distributed Bragg reflector (DBR) of a vertical-cavity surface-emitting laser has 
proven to be effective for introducing a precisely controlled index step for lateral optical beam 
confinement leading to single mode device operation.  Such devices are desirable for short-haul 



 17

optical communication systems, as well as other applications such as light sources for very 
compact atomic clocks.  PhC VCSELs with a single lattice defect have demonstrated single 
fundamental mode operation at high power (> 3 mW) and at high speed (> 9 Gb/s). 
  
Creating multiple defects in the PhC lattice of a PhC VCSEL has lead to coherently coupled 
arrays of vertically emitting  microcavities producing both out-of-phase and in-phase far field 
radiation patterns.  It has been found that the phase difference between these emitting defect 
cavities can be tuned with injection current, and can result in an electronically steerable beam 
as observed in the far field radiation pattern.  Coherently coupled 2D arrays of vertically 
emitting lasers offer the potential of extended area coherent sources with high spectral purity, 
useful in a variety of applications, such as electronically steerable laser sources for 
spectroscopic sensing or navigation vision systems for unmanned ground systems. 
 
A. J. Danner, J. J. Raftery, Jr., P. O. Leisher, and K. D. Choquette, “Single Mode Photonic 
Crystal Vertical Cavity Lasers,” Appl. Phys. Lett., vol. 88, p. 091114 (2006).  (see also Virtual 
Journal of Nanoscale Science & Technology, vol. 13, no. 10, 2006). 
 
J. J. Raftery, Jr., A. C. Lehman, A. J. Danner, P. O. Leisher, A. V. Giannopolous, and K. D. 
Choquette, “In-Phase Evanescent Coupling of Two-Dimensional Arrays of Defect Cavities in 
Photonic Crystal Vertical Cavity Surface Emitting Lasers,” submitted to Appl. Phys. Lett. (Feb. 
2006). 
 
A. C. Lehman, J. J. Raftery, Jr., A. J. Danner, P. O. Leisher, and K. D. Choquette, “Relative 
Phase Tuning of Coupled Defects in Photonic Crystal Vertical-Cavity Surface-Emitting Lasers,” 
Appl. Phys. Lett., vol. 88, p. 021102 (2006).  (see also Virtual Journal of Nanoscale Science & 
Technology, vol. 13, no. 3, 2006). 
 
P. O. Leisher, J. J. Raftery, Jr., A. M. Kasten, and K. D. Choquette, “Etch Damage and 
Deposition Repair of Vertical Cavity Surface Emitting Lasers,” J. Vac. Sci. Tech. B, vol. 24, pp. 
104-107 (2005). 
 
Y. K. Kim, A. J. Danner, J. J. Raftery, Jr., and K. D. Choquette, “Focused Ion Beam 
Nanopatterning for Optoelectronic Device Fabrication” IEEE J. Sel. Topics in Quan. Elect., vol. 
11, pp. 1292-1298 (2005). 
 
P. O. Leisher, A. J. Danner, J. J. Raftery, Jr., and K. D. Choquette, “Proton Implanted Single 
Mode Holey Vertical-Cavity Surface-Emitting Lasers,” Electron. Lett., vol. 41, pp. 1010-1011 
(2005). 
 
J. J. Raftery, Jr., A. J. Danner, A. C. Lehman, P. O. Leisher, A. V. Giannopoulos, and K. D. 
Choquette, “A Parametric Study of Coherent Coupling in Photonic Crystal VCSELs with 2x1 
Arrangements of Defect Cavities,” CLEO (Conference on Lasers and Electro Optics), Long Beach, 
CA, USA (May 2006). 
 
P. O. Leisher, D. F. Siriani, J. J. Raftery, Jr., A. J. Danner, K. D. Choquette, “Loss and Index 
Guiding in Single-Mode Holey Vertical-Cavity Surface-Emitting Lasers,” CLEO (Conference on 
Lasers and Electro Optics), Long Beach, CA, USA (May 2006). 
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A. C. Lehman, J. J. Raftery, Jr., and K. D. Choquette, "Coherence and phase variation in 
coupled 2x1 photonic crystal VCSEL arrays," CLEO (Conference on Lasers and Electro-Optics), 
Long Beach, CA, USA (May 2006). 
 
K. D. Choquette, J. J. Raftery, Jr., and A. C. Lehman, “Beam Steering in Photonic Crystal 
Vertical Cavity Semiconductor Laser Arrays,” IEEE Aerospace Conference, Big Sky MT, USA 
(Mar. 2006). 
 
J. J. Raftery, Jr., A. C. Lehman, A. J. Danner, P. O. Leisher, A. V. Giannopoulos, and K. D. 
Choquette, “Coherent Transverse Coupling in Photonic Crystal Vertical Cavity Lasers,” C. Lei and 
K. D. Choquette, Editors; Proceedings of SPIE, vol. 6132, Vertical-Cavity Surface-Emitting Lasers 
X, p. 61320I (2006). 
 
P. O. Leisher, A. J. Danner, J. J. Raftery, Jr., and K. D. Choquette, “Proton Implanted Single 
Mode Holey Vertical Cavity Surface Emitting Lasers,” IEEE/LEOS (Lasers and Electro-Optics 
Society) 18th Annual Meeting, Sydney, Australia (Oct. 2005). 
 
K. D. Choquette, A. J. Danner, J. J. Raftery, Jr., “Single Mode Photonic Crystal Vertical Cavity 
Lasers and Arrays,” (invited) Frontiers in Optics the 89th OSA Annual Meeting/Laser Science 
XXI, Tucson, AZ, USA (Oct. 2005). 
 
 
Additional Department Research 
 
Book Chapters: 
 
J. C. Giordano, "Mission Specific Avionics" in Digital Avionics - A Computing Perspective, Chapter 
7, E. A. Strunk and J. C. Knight, eds., IEEE Computer Society ReadyNotes, IEEE Computer 
Society Press, Los Alamitos, CA (2005). 
 
J. C. Giordano, M. A. Aiello, and S. Waziruddin, "Human Centered Design" in Digital Avionics - A 
Computing Perspective, Chapter 8, Elisabeth A. Strunk and John C. Knight, eds., IEEE Computer 
Society ReadyNotes, IEEE Computer Society Press, Los Alamitos, CA (2005). 
 
Journal Publications: 
 
J. R. S. Blair and S. B. Horton “Broadcast Covers in Graphs,” Congressus Numerantium, vol. 
173, pp. 109-115 (2005). 
 
J. R. S. Blair, S. B. Horton, S. T. Hedetniemi, S. M. Hedetniemi, and W. Goddard, “Domination 
Equivalence: Algorithms and Complexity,” AKCE International Journal of Graphs and 
Combinatorics, vol. 2, pp. 123-136 (2005). 
 
G. Conti, K. Abdullah, J. Grizzard, J. Stasko, J. Copeland, M. Ahamad, H. Owen, and C. Lee, 
"Countering Security Analyst and Network Administrator Overload Through Alert and Packet 
Visualization," IEEE Computer Graphics and Applications (CG&A), vol. 26, no. 2, pp. 60-70 
(2006). 
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G. Conti and M. Ahamad; "A Framework for Countering Denial of Information Attacks;" IEEE 
Security and Privacy Magazine, vol. 3, no. 6, pp. 50-56 (2005). 
 
B. Goda, “Safeguarding Military Critical Technologies,” Storming Media, (18 Mar 2005). 
 
K. Zhou, J. R. Guo, C. You, J. Mayega, R. Kraft, T. Zhang, B. Goda, and J. McDonald, “Multi-GHz 
SiGe BiCMOS FPGAs with new architecture and novel power management techniques,” Journal 
of Circuits, Systems, and Computers, vol. 14, no. 2, pp. 179-193 (2005).  
 
J. R. Guo, C. You, K. Zhou, M. Chu, P. Curran, D. Diao, B. Goda, R. Kraft, and J. McDonald, "A 
10GHz 4:1 Mux and 1:4 Demux implemented by a Gigahertz SiGe FPGA for fast ADC," 
Integration, the VSLI Journal, #38, pp. 525-540 (2005). 
 
G. A. Jacoby and Luqi, “Critical Business Requirements Model and Metrics for Intranet ROI,” 
Journal of Electronic Commerce Research, vol. 6, no. 1, pp. 1-30 (2005). 
 
F. I. Moxley, “Better Safe Than Sorry: Building a Biocontainment Base on the Moon,” accepted 
for publication in adAstra Magazine, vol. 18, no. 3, pp. 36-38. 
 
Conference Presentations and Proceedings: 
 
G. Hadjichristofi, W. Adams, and N. Davis, "A Framework for Key Management in a Mobile Ad-
Hoc Network," International Journal of Information Technology, vol. 11, no. 2, pp. 31 - 61 
(2005). 
 
A. Berry, J. R. S. Blair, J-P. Bordat, R. Krueger, and G. Simonet, “Extremities and orderings 
defined by generalized graph search algorithms,”  7th International Colloquium on Graph 
Theory (ICGT 05), Electronic Notes in Discrete Mathematics, vol. 22, pp. 413-420 (2005). 
 
G. Conti, "Malware Cinema: A Picture is Worth a Thousand Packets," Black Hat Europe, 
Amsterdam, Netherlands (Mar. 2006). 
 
G. Conti, "Beyond Ethereal: Crafting A Tivo for Security Datastreams," Black Hat USA, Las 
Vegas, NV, USA (Jul. 2005). 
 
G. Conti, "Countering Denial of Information Attacks," DEFCON 13, Las Vegas, NV, USA (Jul. 
2005). 
 
G. Conti, M. Ahamad, and J. Stasko; "Attacking Information Visualization System Usability: 
Overloading and Deceiving the Human;" Symposium on Usable Privacy and Security (SOUPS), 
Pittsburgh, PA, USA (Jul. 2005). 
 
G. Conti, J. Grizzard, M. Ahamad, and H. Owen; "Visual Exploration of Malicious Network 
Objects Using Semantic Zoom, Interactive Encoding and Dynamic Queries;" IEEE Workshop on 
Visualization for Computer Security (VizSEC); pp. 83-90 (2005). 
 
K. Abdullah, C. Lee, G. Conti, J. Copeland, and J. Stasko; " IDS RainStorm: Visualizing IDS 
Alarms;" IEEE Workshop on Visualization for Computer Security (VizSEC); pp. 1-10 (2005). 
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S. Krasser, G. Conti, J. Grizzard, J. Gribschaw, and H. Owen; "Real-Time and Forensic Network 
Data Analysis Using Animated and Coordinated Visualization;" Proceedings from the Sixth 
Annual IEEE Systems, Man, and Cybernetics (SMC) Information Assurance Workshop, pp. 42-
49, (2005). 
 
K. Abdullah, C. Lee, G. Conti, and J. A. Copeland, "Visualizing Network Data for Intrusion 
Detection;" Proceedings from the Sixth Annual IEEE Systems, Man, and Cybernetics (SMC) 
Information Assurance Workshop, pp. 100-108 (2005). 
 
C. You, J.-R. Guo, M. Chu, K. Zhou, R. P. Kraft, J. F. McDonald, and B. Goda, "An 11 GHz FPGA 
with Test Applications," International Conference on Field Programmable Logic and Applications, 
pp. 101-105 (2005). 
 
A. Rodriguez, R. Li, P. Yarlagadda, F. Papadimitrakopoulos, W. Huang, J. Ayers, and F. Jain, 
“ZnCdSe-ZnSe Cladded Quantum Dots using Photoassisted Microwave Plama Enhanced 
Metalorganic Chemical Vapor Deposition for Lasers and Electroluminescent Phosphors,” 
Nanotech 2006 Technical Conference Proceedings, pp. 137-140 (2006). 
 
G. R. Kilby and T. K. Gaylord, “Infrared Optical Transmission of One-Dimensional Photonic 
Crystal Structures,” Frontiers in Optics the 89th OSA Annual Meeting/Laser Science XXI, Tucson, 
AZ, USA (Oct. 2005). 
 
R. Borhauer, M. Ebling, T. Markow, and S. Schwartz, “Group Project Management: Academic, 
Government, and Private Sector Approaches,” Proceedings of The Journal of Computing 
Sciences in Colleges, vol. 21, no. 2, (2005). 
 
J. M. Zara and P. E. Patterson, "Polyimide Amplified Piezoelectric Scanner for Endoscopic Optical 
Coherence Tomography" Proceedings of the SPIE Conference on Coherence Domain Optical 
Methods and Optical Coherence Tomography in Biomedicine X , vol. 6079, pp. 267-274 (2006). 
 
B. L. Shoop, G. A. Nowak, and L. A. Shay. “Deliberate Longitudinal Curricular Integration: 
Topical Linkages and Concept Reinforcement", American Society for Engineering Education 
Conference, Portland, Oregon, USA (Jun. 2005). 
 
B. L. Shoop and J. R. S. Blair, “Toward Increasing the Efficiency of an Effective Outcome 
Assessment Process”, Best Assessment Processes VIII, Rose Hulman Institute of Technology, 
Terre Haute, Indiana, USA (Feb. 2006). 
 
E. Sobiesk and W. K. Suchan, “Starting in the Middle:  Design and Implementation in the 
Information Age,” Proceedings of the American Society for Engineering Education New England 
Section Conference, (Mar. 2006). 
 
P. T. Stanton, W. Yurcik, and L. Brumbaugh, "FABS: File and Block Surveillance System for 
Determining Anomalous Disk Accesses," Proceedings from the Sixth Annual IEEE Systems, Man, 
and Cybernetics (SMC) Information Assurance Workshop, pp. 207-214 (2005). 
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CDT A. Andrews and CDT B. Baker, “Secure WebDAV,” Proceedings of The National Conference 
On Undergraduate Research (NCUR), Asheville, North Carolina, USA (Apr. 2006). 
 
CDT N. Barry, CDT R. Korstjens, and CDT J. Spruce, “DC-DC Converter to Charge Military 
Batteries,” Proceedings of The National Conference On Undergraduate Research (NCUR), 
Asheville, North Carolina, USA (Apr. 2006). 
 
CDT N. Barry, CDT J. Spruce, and CDT W. Velasquez, "Supercharged Battery Scavenger," 
Proceedings of The National Conference On Undergraduate Research (NCUR), Asheville, North 
Carolina, USA (Apr. 2006). 
 
CDT B. W. Bifulco, CDT M. S. Hicks, CDT R. E. Johnson, CDT M. A. Smalley, and CDT L. A. 
Story, "Intelligent Ground Vehicle." Proceedings of The National Conference On Undergraduate 
Research (NCUR), Asheville, North Carolina, USA (Apr. 2006). 
 
CDT B. Boyles, CDT H. Nieves, and CDT R. Lopez, “Netfires,” Proceedings of The National 
Conference On Undergraduate Research (NCUR), Asheville, North Carolina, USA (Apr. 2006). 
 
CDT R. E. Collins and CDT D. C. Stewart, “Perimeter Defense,” Proceedings of The National 
Conference On Undergraduate Research (NCUR), Asheville, North Carolina, USA (Apr. 2006). 
 
CDT D. Drew, CDT D. Meyer, and CDT J. Parlee, “Clade,” Proceedings of The National 
Conference On Undergraduate Research (NCUR), Asheville, North Carolina, USA (Apr. 2006). 
 
CDT K. P. McNealy and CDT D. V. Falcon. "Laser Light Show: An Electrical Engineering Design, 
Build, and Test Experience." Proceedings of the The National Conference On Undergraduate 
Research (NCUR), Asheville, NC, USA (Apr. 2006). 
 
CDT K. P. McNealy and CDT D. V. Falcon, "Laser Light Show: An Electrical Engineering Design, 
Build, and Test Experience." 6th Annual IEEE RIT Engineering Design Competition, Rochester, 
NY, USA (May 2006). 
 
CDT A. Wilcox, CDT T. Steffenson, and CDT J. Weston, “WRAP-HExD,” Proceedings of The 
National Conference On Undergraduate Research (NCUR), Asheville, North Carolina, USA (Apr. 
2006). 
 


